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for the questions 

Or 

1. Discuss about malicious softwares and its 
types. 

Describe single-sign on and Kerberos 
authentication mechanism. 

2. Enumerate the operation environment of a 
substitution cipher and a transposition 
cipher. 9 

(Turn Over ) 
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8. 

9. 

10. 

technology is used to secure email 
providing encryption messages 

authentication. 

(a) HTTP 

(b) SSL 

(c) Java 

(d) Cookies 

by 

( 

( 

(4 ) 

() 

( 

The main principles behind firewall design are 
(a) flexibility and scalability ( ) 

(b) security and access control 

(c) redundancy and fault tolerance 

BCA/NIS: 602/762 

(d) speed and performance ( 

(a) To act as a proXy server for 
internal clients 

(b) To provide an additional layer of 
defense against attacks 

(c) To store and manage firewall 
configuration settings 

(a) To serve as a dedicated server for 
specific network services 

) 

is the purpose of a bastion host in firewall architecture. 

( 

( 

( 

) 

and 

) 

() 

) 

) 



II, State whether the following statements are True (T) 
or False (F) by putting a Tick (/) mark against the 
appropriate answer in the brackets provided : 

2 

3. 

4 

1. Kerberos is a biometric authentication method. 

5. 

|5 ) 

True ( 

RSA is an example of asymmetric encryption 
algorithm. 

True 

BCA/NIS : 602/762 

True 

False 

Network scanning is a defensive technique used 
to defect and prevent network attacks in 
real-time. 

) False () 

Active X is a deprecated technology developed by 
Microsoft for creating interactive content on web 
pages. 

False ( ) 

True () 

True () False ( ) 

Circuit-level gateways inspect both header and 
payload information of network packets to 
ensure security. 

False 

1x5=5 



III. Answer any fve of the following : 
1. 

(6 ) 
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2x5=10 

Differentiate threats and vulnerability in the 
context of information security. 



2. 

(7) 

What is conidentiality? Provide an example. 

BCA NIS : 602/762 



3. 

(8 ) 

Define Hash function. 

BCA/NIS: 602/762 



4. Give the purpose of subnetting in network 
design. 

(9) 
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5. 

( 10 ) 

What is the primary function of a load balancer 
in a network architecture? 
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( 11 ) 

6. What is the role of 
communication? 

BCA/NIS : 602/762 

SMTP in e-mail 



( 12 ) 

7. Write down the functions of an application level 
gateway or proxy firewall. 

BCA/NIS : 602/762 
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